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I (EHC - AEO] However, as noted above, T-Mobile does provide consumers with
information about third-party apps and services available for use with devices and our network
services at: https://www.tmobile.com/responsibility/privacy/resources/device-apps.

Supplemental Response to DR 4-22 re TRS 610

Subject to and without waiving its objections, T-Mobile responds to Cal PA’s December
6, 2018 email request for additional documentation regarding T-Mobile form TRS 610 which
was produced as part of the initial response to DR 4-22. In particular, Cal PA requested the
following documents cross-referenced in TRS 610:

1. Enterprise Third Party (Supplier) Risk Assessment (ESRA) screening form
2. T-Mobile’s Supplier Risk Management (SRM) questionnaire

Consistent with T-Mobile’s communications with Cal PA on December 14, 2018 and
December 17, 2018, T-Mobile notes that the TRS 610 has recently been updated (as of the first
week of December) and a copy of the updated document is produced with this Supplemental
Response. Also included is a copy of T-Mobile’s new Cyber Assessment Questionnaire for
vendors and suppliers that went into production in early October and entirely replaced the SRM
Questionnaire, which was retired in November. See Supplemental Response Folder, documents
beginning with Bates No. TMUS-CPUC-PA-00005629. In addition, T-Mobile is providing a
copy of the legacy SRM Questionnaire referenced above. See Supplemental Response Folder,
documents beginning with Bates No. TMUS-CPUC-PA-00005642. The ESRA Screening Form
mentioned in the version of TRS-610 previously produced refers to the SRM Questionnaire,
which was both the intake screening form and the cyber questionnaire under the legacy program.

Supplemental Response to DR 4-22 re TISS 310

On December 5, 2018, Cal PA sent an email request for additional documents listed in
Section 8 of TISS 310 that was other produced as in the initial response to DR 4-22. Those six
documents are identified below:

TISD-1000 Information Handling Procedure
TLP-200 Records Management Policy

TLS-210 Records Retention Schedule Standard
TLP-500 Customer Location Information Policy
Non T-Mobile Worker (NTW) Classification list
THRP-102 Non T-Mobile Worker (NTW) Policy

S e

Subject and without waiving its objections above, T-Mobile further objects to the email
request on the grounds it seeks information which is neither relevant to the pending Wireline or
Wireless Applications nor reasonably calculated to lead to the discovery of relevant information
as, among other things, the various internal policy and procedure documents have no bearing on
whether the transfer of Sprint Wireline is adverse to the public interest or to any appropriate
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review of the Sprint Wireless Transfer Notification. T-Mobile also objects to this Data Request
on the grounds that the documents requested are not responsive to the Data Request regarding
preloaded apps; as explained to Cal PA, T-Mobile often cross references documents for ease of
internal reference. The requested documents address the various unrelated matters described in
their titles such as documentation retention policies.

Notwithstanding any of these objections, and as a courtesy to Cal PA, T-Mobile has
provided a copy of the requested documents. See Supplemental Response Folder, documents
beginning with Bates No. TMUS-CPUC-PA-00005601.
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Enterprise Third-Party (Supplier) Information

Security Standard

Approved by: Cyber Security & Privacy Policy Approver

1 HERE’S THE DEAL

The purpose of this TISS-610 Enterprise Third-Party (Supplier) Information Security
Standard (“Standard”) is to define T-Mobile’s third-party information security requirements
that help meet T-Mobile’s overall risk management and security objectives.

Note — This Standard is aligned to the Enterprise Third-Party (Supplier) Risk Management
Program. T-Mobile will complete an Enterprise (Supplier) Risk Management Program
(ESRAP) intake for all Suppliers. The Cyber Assessment is triggered based off the results
of the ESRAP intake.

2 WHAT’S IN-SCOPE

This Standard applies to all T-Mobile Third-Parties (suppliers) and T-Mobile personnel
responsible for managing the supplier(s). This standard defines the security requirements
that must be evaluated upon collaborating, changes in-scope-of-work and changes in the
vendor security environment.

Third-Parties (Suppliers) includes, but not limited to, those performing any of the following:

1. Accessing, hosting, retaining, processing, or transmitting non-public T-Mobile
information.

2. Developing, supporting, or managing technology, application(s), service(s), or
solution(s) used for T-Mobile business purposes whether residing within T-Mobile’s
environment or hosted externally.

3. Any other work or partnership that, in T-Mobile’s view, triggers a need to review or
compare a party’s processes, procedures, and policies.

3 ROLES & RESPONSIBILITIES
3.1 SUuPPLIER

Supplier is responsible for completing cyber assessment questionnaire and adhering the
security requirements in this Standard to implement appropriate technological, procedural,
and physical requirements controls to protect T-Mobile customers.

3.2 T-MoBILE’S SUPPLIER CYBER RISK MANAGEMENT (SCRM) TEAM

SCRM partners with T-Mobile’s Enterprise (Supplier) Risk Management Program (ESRAP)
to ensure T-Mobile meets certain compliance and regulatory obligations to protect
T-Mobile customers and information, as defined in the Scope. As part of T-Mobile’s
broader Digital Security Organization (DSO), SCRM performs detailed Cyber
Assessments to ensure suppliers are compliant with the Standard.

Version: TISS-610:2018 | Contact: SCRM@T-Mobile.com | Public Page 1 of 12
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4 T-MOBILE THIRD-PARTY (SUPPLIER) INFORMATION SECURITY
REQUIREMENTS

4.1 INFORMATION HANDLING REQUIREMENTS

All T-Mobile information must be classified when created/received regardless of where it
resides, the form it takes, or the technology used to handle it to enforce appropriate
handling procedures as indicated in this Standard.

4.1.1 INFORMATION CLASSIFICATION

T-Mobile has defined an information classification scheme to properly identify all T-
Mobile information. The information classification levels are used throughout this
Standard. T-Mobile will determine the classification of the information you will be
accessing, processing, and/or storing. Suppliers with multiple engagements at T-Mobile,
must adhere to the requirements of the highest classification level they will be
accessing, processing, and/or storing.

4.1.2 INFORMATION HANDLING FOR CUSTOMER FACING APPLICATIONS, SYSTEMS
AND ACTIVITIES

1. Customer-facing applications, systems, and/or activities that utilize Customer
Proprietary Network Information (CPNI) must meet CPNI compliance requirements as
defined in T-Mobile’s CPNI requirements including practices for authentication of
customers, notice of account changes, and unauthorized access incident tracking.

2. All systems/applications must be able to collect, track, and honor user preferences
with respect to data collection including, but not limited to:

a. Display a prominent notice and obtain affirmative consent of the user when
collecting sensitive information about them;
b. Capability to obtain and track consent and include links to a detailed notice, or
c. Provide the option of opting out of data collection.
3. CPNI information must be stored within the boundaries of the United States.

4.1.3 DISPOSAL OF INFORMATION ASSETS

All non-public T-Mobile information must be returned to T-Mobile or destroyed as
defined in the contractual agreement. When Suppliers are performing media sanitation
they must provide T-Mobile a certificate of destruction upon request. Please reach out
to SCRM@T-Mobile.com for the form.

When destruction is carried out by a disposal vendor, it is essential the information is
protected continuously from the time at which the information asset is sent for
destruction, until the time the disposal vendor has picked up the data.

Version: TISS-610:2018 | Contact: SCRM@T-Mobile.com | Public Page 2 of 12
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The following destruction methods must be used where applicable (unless other methods
are described in the contractual agreement):

Information Assets Disposal Method

Paper Cross-cut shredding, incinerating, or pulping such that
there is reasonable assurance the materials cannot be
reconstructed.

Mobile Computing Delete all non-public T-Mobile information on the

Devices (cell phones, device(s).
tablets, etc.)

Electronic Storage Physically destroy or sanitize media in accordance to
Media (hard drives, NIST-800-88 Guidelines for Media Sanitization and verify
USB/memory sticks, removal of data.

RAM, tapes, etc.)

Optical Disks (CDs, Use optical disk shredder or disintegrator. Disks can also
DVDs, etc.) be incinerated or grinders can be used.

4.2 INCIDENT REPORTING

Supplier must have the capacity to immediately notify T-Mobile of any security breach and
must assist T-Mobile in investigating the security breach in accordance with terms of an
approved contract, work order, or master service agreement. Supplier must have technical,
administrative and physical security measures in-place so that vulnerabilities are disclosed
responsibly, and that information about a security breach impacting T-Mobile information is
not disclosed to the public until authorized to do so by T-Mobile.

4.3 ENCRYPTION REQUIREMENTS

Encryption technologies must be used to protect T-Mobile Confidential and/or Restricted
information. T-Mobile Confidential and/or Restricted data must be encrypted at rest and in-
transit (over public data networks and/or within the Supplier’s internal network).

1. Information Transmission: SSHv2, TLS1.2 or higher.
2. Encryption Standard: AES, RSA
a. AtRest:
i. Symmetric: AES 256 or higher
ii. Asymmetric: RSAES-OAEP
b. In-Transit:
i. HTTPS, SSH, SFTP, Direct connection (dedicated circuit only for your scope
of work with T-Mobile).
3. Usage of Proprietary Encryption Algorithm(s): must be reviewed, tested, and approved
by T-Mobile.
4. Hashing Algorithm/Password Storage: SHA 2, Bcrypt, Scrypt, Other (upon approval
of T-Mobile)
5. Wireless Networks: WPA2 (WPA1 and WEP must not be used)
6. MDS and less must not be used

Version: TISS-610:2018 | Contact: SCRM@T-Mobile.com | Public Page 3 of 12
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7. Unique T-Mobile encryption keys should be used for encryption of T-Mobile
Confidential and/or Restricted information, where possible.

8. Salts must be random per user and a minimum of 16 characters in length.

9. User credentials must be encrypted during the authentication process when
transmitted using a secure communications channel.

10.Passwords/authentication data must be hashed at rest any time the password is
stored. Passwords must not be stored or transmitted in clear text (human readable
form).

4.3.1 CRYPTOGRAPHIC REQUIREMENTS

Supplier must have clearly defined and documented processes for managing
cryptographic keys.

Keys must be physically protected.

Keys must never be stored in locations that do not meet secure key management

requirements.

Keys must be changed annually. Old keys must be retired or destroyed.

For high security keys, dual control or MFA must be implemented.

Key access must be restricted on a need to know basis.

Keys must be changed when employees with key access change job duties or leave

the company.

Supplier using T-Mobile DNS domains must get their SSL/TLS certificates from T-

Mobile.

8. All certificates used for T-Mobile purposes must have minimum key lengths of at least
2048 bits (RSA).

9. Passwords used to protect cryptographic keys must be as strong as the keys they

protect.

N —

I

~

4.4 ANTI-MALWARE

1. All systems supporting T-Mobile (e.g., external/internal servers, mobile computing
systems, firewalls, web application firewalls, routers, and end User equipment) must
be installed with current anti-malware software appropriate for their operating
system, if applicable anti-malware technology exists.

2. Quick response procedures must be formally documented to detail actions in the
event of a malware attack.

3. All anti-malware software must be actively running, updated with current definitions,
and capable of generating logs. Centralized alerting must be enabled and monitored
as part of the anti-malware solution.

4. End Users must not disable, bypass, or interfere with the anti-malware software
security.

Version: TISS-610:2018 | Contact: SCRM@T-Mobile.com | Public Page 4 of 12
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4.5 FACILITIES — PHYSICAL SECURITY

Physical security controls must be in-place to protect T-Mobile non-public information from
unauthorized physical access, theft, and/or damage. The following controls are related to
physical locations providing services to T-Mobile, including but not limited to: data centers,
call centers, collection agencies, financial services, single tenant offices, multi-tenant
offices, invoice processing, etc.

1. T-Mobile non-public information must be physically secured when not in use,
including but not limited to, papers, manuals, and electronic media.

2. All areas of the premises storing and/or processing T-Mobile non-public information
must be housed in secure areas and protected by a defined perimeter with
appropriate security barriers and entry controls.

3. Facilities must be protected by intrusion alarms.

4. Alarms must be monitored twenty-four (24) hours per day, three hundred sixty-five
(365) days per year.

5. Data centers must be equipped with dry fire suppression equipment or appropriate
fire suppression equipment to prevent water damage to equipment supporting T-
Mobile.

6. Access must be restricted to authorized personnel only.

7. Visitors must be required to present government issued photo identification prior to
receiving access. Visitors awarded access to non-public areas must be escorted at
all times in any area supporting T-Mobile.

8. Visitor logs must be maintained to provide an auditable trail of visitor activity. Visitor
logs must be readily available for one year.

9. Visitor badges must expire automatically at the end of the work day.

10.Access rights to facilities must be based on business need and regularly reviewed
and updated.

11.Access rights to facilities must be removed immediately upon notification of
separation or a change in job responsibilities that no longer require physical access
to the facility.

12.CCTV or other surveillance devices must be used to monitor individual physical
access to sensitive areas and exterior entries where appropriate. The collected
information must be reviewed and correlated with other entries. This data must be
stored for a minimum of thirty (30) days for areas storing, processing, or transmitting
T-Mobile non-public Information.

13.Physical access controls must exist for all network devices (e.g., wireless access
points, gateways, and routers), data centers, telecommunications network facilities,
and ancillary areas (e.g., generator, or UPS storage rooms); to ensure appropriate
access by authorized individuals only.
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4.6 CHANGE MANAGEMENT

Suppliers must have documented change management processes. Changes to all systems
and applications supporting T-Mobile must be properly approved, developed, tested, and
implemented in a controlled and consistent manner to provide a level of confidentiality,
availability, and integrity consistent with the importance of the services provided.

1. Changes on all network devices, applications, systems or databases include:
a. Application changes — code or configuration
b. Application patches
c. System updates or patches
d. Hardware changes
e. Emergency changes
. Production data changes
2. Documented change control process must exist to include:
Technical documentation and relevant user manuals must be updated.
Documented evidence of approvals and testing.
Testing plans and results must be documented and retained.
Back-out plans must be documented prior to implementation.
Emergency change procedures must be documented to include an established
emergency approval authority.

—h
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4.7 NETWORK SECURITY

Appropriate network security controls must exist in Supplier's environment to ensure the
confidentiality, integrity, and availability of the network, network devices, and information
which support T-Mobile. If any of the following areas are not technologically possible,
Supplier must notify SCRM@T-Mobile.com for determination of acceptable mitigation.

1. Appropriate network security controls must exist within Supplier’s network to protect
the network segment dealing with T-Mobile non-public information. The capability of
Users to connect to and transmit/share T-Mobile non-public information between
shared and segregated networks must be restricted on a least-privilege basis.

2. Network must have routing controls enabled to ensure access control requirements
are met and the network is protected from breaches or attacks.

3. All access control lists and firewall rule sets related to systems supporting T-Mobile
must be reviewed and approved by Supplier's management at least every 6 months.

4.8 DATA AcCESS MANAGEMENT

1. The Supplier is responsible and accountable for managing assets containing T-Mobile
non-public information that are under the Supplier's control, and responsible for
security controls relevant to any Supplier access to such assets.

2. Supplier with access to T-Mobile Confidential and/or Restricted information must have
annual security and privacy awareness training programs based on the relevant role
and responsibilities within the organization.

Version: TISS-610:2018 | Contact: SCRM@T-Mobile.com | Public Page 6 of 12
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3. In a multi-tenant environment, there must be the ability to logically or physically
segment data such that data may be accessed for a single tenant only, without
inadvertently accessing another tenant’s data (e.g., using unique identifiers or different
schemas for each tenant.

4. If data will be stored, accessed, processed, and/or retained outside of the United
States of America, the Supplier must contact ESRAP@T-Mobile.com for review and
approval.

5. Back-up data containing non-public T-Mobile information must be segregated
(physically or by using unique identifiers) from Supplier’s information and Supplier’s
client's/customer’'s information with appropriate access controls to prevent
unauthorized access.

6. If mobile devices will be utilized to transmit, receive, or store T-Mobile non-public
information, a mobile device management solution must be used with the capability to
remotely lock and wipe lost/stolen devices and to enforce disposal of information.

4.8.1 LOGICAL ACCESS CONTROLS

1. Access right to systems accessing, processing, and/or storing T-Mobile non-public
information must be granted on a least privilege basis. Access rights must be reviewed
at least every 90 days. Inactive User accounts with no activity for more than 90 days
must be removed and/or disabled.

2. Remote access to T-Mobile’s environment(s) must be approved by a management-
level single point of contact of the Supplier that will be responsible for enforcing T-
Mobile security requirements.

3. MFA must be implemented for all remote elevated (privileged) network access for
systems supporting T-Mobile.

4. User IDs must be unique and assigned to specific individuals.

5. User access rights to systems or information supporting T-Mobile must be deactivated
within 72 hours upon Supplier's employee/contractor voluntary termination or change
in job duties no longer requiring access. In the event of an involuntary termination,
access must be removed immediately.

6. Creation of local admin groups and/or file shares must be added based on minimum
necessary permissions and role-based appropriateness.

4.8.2 PASSWORD COMPLEXITY

1. Passwords (including default passwords) must be changed upon installment of the
system or application, prior to launch in a production environment.

2. Group, shared, or generic accounts and passwords must not be used. Accounts must
have an identified owner.

3. Passwords must not be displayed in clear text when being entered.

4. Systems must maintain a record of previous passwords and prevent re-use of at least
the last 5 previously-used passwords.

5. Systems must lock accounts (User, Admin/Privileged, Service) after 30 minutes of idle
activity or after 5 consecutive invalid login attempts.
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The following are requirements for Account Types supporting or accessing T-Mobile
environments.

Account Type Requirements

User 1. Passwords must contain a minimum of 8
characters, and require: a mix of upper and lower
case characters, include at least 1 number, and
include at least one special character.

2. First time passwords must be a unique value and
system must force password change on first use.
Note: If User chooses first password value, system
does not need to force password change on first

use.
3. Password changes must be forced at least every 90
days.
Admin/ Privileged 1. Passwords must contain a minimum of 15

characters or, if not technically feasible, the system
maximum. Passwords must meet the same
complexity requirements as User accounts.

2. Admin/Privileged accounts must be separate from
User accounts.

3. Passwords must be changed for all systems and
user administrative accounts user had access to
when user leaves organization or changes roles.

4. Password changes must be forced at least every 90

days.
Service (aka system 1. Passwords must contain a minimum of 30
passwords) characters (60 is preferred), and must meet same

complexity requirements as User accounts. A
password generation tool should be used to
generate randomized passwords.

2. Must not be given interactive root or local
administrator rights.

3. Passwords must be changed at least annually, or
earlier in the case of security issues.

4. Passwords must not be shared beyond those with a
demonstrated need to know.

5. Systems must not be able to select and change its
own service account passwords.

6. Passwords must be immediately changed when a
person with knowledge leaves the organization or
changes roles.

7. Passwords must not be placed in ticket tracking
systems.
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8. Must only be used for their approved service and
not shared with systems/applications for which they
were not provisioned.

4.8.3 SEGREGATION OF DUTIES

Segregation of duties (aka separation of duties) refers to dividing roles and
responsibilities so that a single person cannot subvert a critical process.

1. Software developers must not have access to write/update/migrate code or changes
to code in production systems.

2. Users must not be responsible for auditing the systems they are also responsible for
maintaining.

3. While implementing segregation of duties, the principles of least privilege and need-
to-know must be implemented.

4.9 SECURE SYSTEM AND SOFTWARE DEVELOPMENT

Note: This section applies to systems or applications specifically developed or customized for T-
Mobile. It may not apply to commercial off-the-shelf software without any customization.

1. Software applications must be developed based on industry best practices and include
security through the software development life cycle (SDLC). T-Mobile may request
documentation on Supplier's SDLC process. SDLC must use the following minimum
guidelines:

Defined duties based on job responsibility.

Separate development, test, and production environments.

Application code must be limited to appropriate personnel.

Test data, vendor default accounts, tests accounts and passwords must be

removed before production systems become active or are released to

customers.

e. Production data must not be used for development and testing.

f. Secure code review checklist followed to ensure the following elements are
addressed: structure, documentation, inputs, invalid characters, variables,
arithmetic operations, loops and branches, defensive programming, error
handling, access control, authentication and session management, efficiency,
and support.

2. Applications must have strong authentication mechanisms, including user of minimum
passwords or PIN lengths, lockout enforcement after 5 consecutive invalid login
attempts, and logging and monitoring of failed login attempts.

3. Custom code must be peer reviewed, documented, and tested for security
vulnerabilities. T-Mobile may request the documentation related to such reviews and
testing.

4. Applications with non-public T-Mobile information must be developed taking into
consideration the sensitivity of the information being handled.

oo ow
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a. Information must be masked during display in systems/applications where
applicable (e.g., Social Security Numbers, bank account numbers, payment
card information, passwords)

b. Cookies created for T-Mobile purposes may not be linked or linkable to an
identifiable individual and must be encrypted and configured correctly. Sharing
of cookies with third-parties must be as per the T-Mobile Privacy Policy.

5. For customer facing applications, customer (or potential customers) must have the
ability to create their authentication credentials, except for temporary credentials

4.10 VULNERABILITY & PATCH MANAGEMENT

Supplier must have documented, auditable vulnerability and patch management processes
in-place for networks, hosts, and applications supporting T-Mobile. Processes must include,
but are not limited to:

1. Vulnerability scans must be performed at least every ninety (90) days for the following:

a. Authenticated scans and un-authenticated scans must be performed for
internal/external web applications, hosts, network and web applications.

b. Un-authenticated scans must be performed for external host and network scans.

2. Authenticated vulnerability scans must be performed for new systems/applications
and/or enhancements to existing systems/applications prior to production deployment.

3. Supplier must retain vulnerability scan results supporting T-Mobile
systems/applications for at least twelve (12) months from the date of the scan.
Supplier must provide T-Mobile a copy of the most recent technical vulnerability
assessment for systems supporting T-Mobile.

4. Supplier must ensure systems and applications are not operated past their End of
Support lifecycle. All operating systems and applications must be on current, vendor
supported versions (i.e., versions that still receive patches and updates) and Supplier
must subscribe to vendor notifications of security threats and patches for each
system/application supporting T-Mobile.

5. T-Mobile must be informed of vulnerabilities that may materially impact security as it
relates to T-Mobile systems and data.

a. High vulnerabilities (e.g., CVSS Base score of 7.0 or higher) must be remediated
within thirty (30) days of vendor release/notification.

b. Medium vulnerabilities (e.g., CVSS 6.9 to 4.0) - must be remediated within ninety
(90) days of vendor release/notification.

c. Lower risk vulnerabilities (e.g., CVSS below 4.0) - must be remediated within one
hundred eighty (180) days or as requested by T-Mobile.

6. Suppliers must develop, maintain, and test security baseline configurations (hardened
configuration) for platforms/systems supporting T-Mobile based on industry-accepted
standards (i.e., CIS/SANS, ISO, NIST).
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4.11 AUDITING & LOGGING

All network and information systems used for T-Mobile, in conjunction with the terms of
contractual agreements, must be auditable and include the following requirements:

1. T-Mobile Confidential and/or Restricted data must not be contained in log files.

2. Procedures must ensure system activities are monitored for authorized use, access,
and logging.

3. Level of auditing & logging must take into consideration the criticality of the
application/process/system, the value, sensitivity and criticality of the information
involved, system interconnection, past audit results, misuse, and system infiltration.

4. Auditing and logging must cover events including, but not limited to: authorized
access, privileged operations, service accounts, unauthorized access attempts,
systems alerts or failures, initialization of the audit logs, changes to or attempts to
change system security settings and controls, errors and faults.

5. All events in the logs must be time-stamped. System times (clocks) must be
synchronized via NTP (Network Time Protocol) to ensure accuracy of logs.

6. Log file retention for systems, applications, and/or databases supporting T-Mobile
information:

a. Must be stored to log server(s) or media that is difficult to alter;
b. Must be stored for a minimum of 6 months.

4.12 SERVICE PARTNER CALL CENTERS

This section applies to Suppliers performing Call Center activities on behalf of T-Mobile
related to existing or prospective T-Mobile customers. For Call Center physical security
requirements refer to section 4.5.

1. The following is only allowed on production floors if pre-approved by T-Mobile in
writing:

a. Paper and the ability to print T-Mobile information.

b. Usage of devices that may record audio, video and images. Any use of such
equipment must comply with applicable law, and must be stored with security
safeguards and access controls to limit access on a least-privilege basis.

c. Access to the Internet

d. Usage of Instant Messaging applications by agents with access to T-Mobile
Confidential and/or Restricted information.

2. Computers supporting T-Mobile may only electronically connect to approved
communication and support systems.

3. Call Centers handling T-Mobile’s CPNI must have T-Mobile’s annual security and
privacy awareness training for workers with access to CPNI. Training sessions must
be conducted, and materials distributed to personnel prior to commencement of
services for T-Mobile. T-Mobile will determine if CPNI is in-scope.
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4.13 EXTERNAL AUDITS

1. T-Mobile may request evidence of external audits and certifications.

2. Suppliers in scope for Sarbanes Oxley (SOX) and/or financial services must provide
SSAE 16 or 18 SOC 1, Type 2 report upon request.

3. All suppliers in-scope for T-Mobile’s PCI program must provide proof of PCI
compliance, including but not limited to, their most recent (within the last 12 months)
Attestation of Compliance for the scope of services supporting T-Mobile, for e.g.,
locations, payment applications, third-party service providers. T-Mobile reserves the
right to request additional information/documentation, for e.g., Report on Compliance,
Self-Assessment Questionnaire, compensating control worksheet, as needed.
Supplier will document which PCI requirements they manage on behalf of or in
coordination with T-Mobile.

5 QUESTIONS? - GET HELP
= Contact SCRM@T-Mobile.com with any questions.

6 EXCEPTIONS

All cases of non-adherence to a T-Mobile Information Security policy, standard or
procedure must be reported to SCRM@T-Mobile.com for evaluation. All material
Supplier risks associated with T-Mobile customers, systems, and data must be treated
and disclosed to T-Mobile (SCRM@T-Mobile.com).

7 MORE INFO

1. T-Mobile Privacy Policy
2. Supplier Code of Conduct
3. T-Mobile CPNI Information
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Data Request 4-26.

T-Mobile’s Privacy Policy states: “Where we allow third parties the capability of
accessing data about your location that is derived from our network, we require those
third parties to observe specific privacy and security protections consistent with this
statement.”

e Please provide a copy of the third party contracts, agreements, or other
documents that describe what specific data use, privacy, and security
protections or practices you require when providing third parties access to
customer data.

o Please describe how T-Mobile assesses, manages, and monitors risks posed
by third party access to customer data.

Response to Data Request 4-26.

T-Mobile objects to this Data Request on the grounds it is vague and ambiguous with
respect to the phrases “assess,” “manages,” “monitors,” and “risks posed.” T-Mobile further
objects to this Data Request to the extent it is duplicative of DR 1-109. T-Mobile further objects
to this Data Request on the grounds it seeks information which is neither germane to the pending
Wireline or Wireless Applications nor reasonably calculated to lead to the discovery of relevant
information as, among other things, T-Mobile’s specific requirements for third parties with the
capability of accessing location data has no bearing on whether the transfer of Sprint Wireline is
adverse to the public interest or to any appropriate review of the Sprint Wireless Transfer
Notification. T- Mobile further objects to this Data Request on the grounds the disclosure of

such information could constitute a breach of its supplier contracts.

Subject to and without waiving its objections, T-Mobile further responds that its current
privacy policies, practices, and disclosures fully comply with our obligations under all applicable
federal and state laws. T-Mobile further responds that it maintains a supplier data security and
risk management standard, which is a policy applicable to suppliers handling T-Mobile
Customer Information. See https://www.t-mobile.com/our-story/working-
together/suppliers/supplier-code-of-conduct for that enterprise risk management standard, along
with T-Mobile’s supplier code of conduct.

T-Mobile further responds that it observes privacy standards and complies with
applicable laws that require certain contractual safeguards for supplier processing of personal
information (as defined in those applicable laws). It is T-Mobile’s standard practice to use its
contract forms and templates. Where suppliers require use of their own contract forms, T-Mobile
compares the supplier’s contract form to its own to ensure appropriate clauses and concepts are
addressed sufficiently, including with respect to data security. For relationships with suppliers
where the supplier will have access to T-Mobile’s confidential information, including customer
information, and that use T-Mobile’s contract forms, T-Mobile uses a data security template that
sets forth the supplier’s obligations to maintain the security of that information. This template is
typically included as “Exhibit B” to a master services agreement with that supplier. See Cal PA
DR 004 Production Folder. The Exhibit B template is tailored to the individual needs of the
supplier relationship during the context of negotiations. For example, for suppliers that provide
cloud computing services or software development, T-Mobile may include additional data

38
PUBLIC VERSION



security terms. Similarly, if a supplier does not process payments, certain terms governing the
processing of payment card data may be omitted if they do not apply. The terms in the Exhibit B
template work in tandem with the supplier security policy noted above.

Additionally, T-Mobile Third Party Risk Management (“TPRM”) processes utilize an
objective framework to rank the findings and risk information gleaned from third-party due
diligence reviews and assessments. Risk information is escalated, where warranted, for
evaluation and decision as to whether to approve, reject, or condition a supplier engagement.
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Data Request 4-4.

Sprint’s Privacy Policy states:

“We may share personal information with third parties who perform services on our
behalf.”

a. Please provide a copy of the third party contracts, agreements, or other
documents that describe what specific data use, privacy, and security protections
or practices you require when providing third parties access to customer data.

b. Please describe how Sprint assesses, manages, and monitors risks posed by third
party access to customer data.

Response to Data Request 4-4.

Sprint objects to this Data Request on the grounds that it 1s vague and ambiguous with
respect to temporal scope and with respect to the phrases “third party/ies,” “agreements,” “other
documents,” “data use, privacy, and security protections or practices,” “require” “access,”
“customer data,” and “assesses, manages, and monitors risks.” Sprint further objects to this
Data Request on the grounds it is overbroad and unduly burdensome. Sprint also objects to this
Data Request on the grounds it seeks information that is neither germane to the pending
Wireless Transfer Application nor reasonably calculated to lead to the discovery of relevant
information. The data collected or otherwise used by Sprint has no bearing on any appropriate
review of the Wireless Transfer Notification.

M7 Ll

Subject to and without waiving its objections, as for item 4-4 a., please see the document
provided at Bates range SPR-CAPAO-00006061 through SPR-CAPAO-00006064, which 1s a
model sufficient to show Sprint’s general privacy and data security requirements when sharing

Sprint data, whether Confidential Information or Privacy Restricted Data, with a third party. In
addition, please see the [BC] — [EC] which 1s
discussed further below and provided at Bates range SPR-CAPAO-00006065 through SPR-
CAPAO-00006070.

Sprint responds with regard to DR 4-4 b. that its

REDACTED - FOR PUBLIC INSPECTION
6
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T-Mobile Privacy Statement
December 31, 2016
WHAT TYPES OF INFORMATION WE COLLECT ABOUT YOU

We collect information about you and your associated device(s) when you use our
products or services or otherwise interact with us or with third-party services through
our products and services. Examples of the types of information we collect include:

¢ Personal Information
"Personal Information" means information that we directly associate with a
specific person or entity (for example, name; addresses; telephone numbers;
email address; Social Security Number; call records; wireless device location).
Personal information does not include "de-identified,” "anonymous," or
"aggregate" information — which are not associated with a specific person or
entity.

¢ Customer Proprietary Network Information (CPNI)
Customer Proprietary Network Information, or "CPNI", is a subset of Personal
Information that is generated in connection with the telecommunications
services we provide to you. CPNI includes, for example, call details, call location
information, and certain information about your rate plans and features. CPNI
does not include your name, address, and phone number.
For more information see CPNI

¢ Credit and Financial Information
We collect information about your credit card or banking information, Social
Security Number, and credit history for account opening, management and
billing and collection purposes. Financial information we collect is governed by
T-Mobile’s Financial Privacy Statement.

¢ Network and Device Information
We may collect information about your use of our network (or other carriers’
networks when roaming domestically and internationally) and the device(s)
associated with your account, network data related to WiFi usage and device,
and performance information, as well as data relating to your use of our
website, applications and other products and services.

¢ Location Data
We may collect your device's location whenever it is turned on (subject to
coverage limitations).

¢ Performance and Diagnostic Data
We may collect performance and diagnostic data about your use of our network,
networks you roam on, WiFi services or your device. For example, we may
collect information about the performance of the device, signal strength,
dropped calls, data failures, battery strength and other device or network
performance issues. We may also collect information about applications on your
device, the fact that an application has been added, when an application is

https://www.t-mobile.com/responsibility/privacy/privacy-policy
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launched or fails to launch, and length of time an application has been running.

e Telematics
If you are a customer of the T-Mobile SyncUp connected car service, we, and
our application provider, collect data from the SyncUp device in your car. This
data includes driver behavior information such as acceleration and braking,
speed, and RPM. The device also reports vehicle location via GPS and can report
on common vehicle issues called Diagnostic Trouble Codes (DTC).

¢ Video Data
When you use a T-Mobile video application, for example T-Mobile TV, on your
device, we may collect information about the programs you watch to determine
customer viewing habits so that we can tailor video selections to you or our
customers.

e Back Up and Cloud Services
Some devices may automatically upload to T-Mobile network servers
information you have stored on the device and/or SIM card in order to facilitate
specific functions. For instance, some devices may back-up your address book,
photo album, or diagnostic data. You may choose to disable such uploads, but
this may affect functionality of the device or your services. We may also provide
you the ability to upload other information from your device to T-Mobile or
third-party network servers. For instance, you may have the option to upload
pictures, text messages, recordings, calendars, tasks, or notes.

¢ Collection of Information About Children
We do not knowingly solicit children to purchase our services or products. If,
however, you authorize a child to use our services or products by providing
them a device associated with your account, any information associated with
such use will be treated as your information in accordance with this Statement.
If you are the primary account holder, you will have the ability to set the
marketing preferences for any other lines on your account, including those for
any children to whom you provide a device.
Our websites are not designed to attract children under the age of 13 and we do
not intentionally or knowingly collect Personal Information on our websites
from anyone under the age of 13. We encourage parents to be involved in the
online activities (including wireless Internet browsing) of their children to
ensure that no information is collected from a child without parental
permission.

HOW INFORMATION ABOUT YOU IS COLLECTED

T-Mobile collects information about you in three primary ways:

¢ Information You Provide
We collect information that you provide to us when you apply for, purchase, or
use our products or services, or otherwise communicate with us.
For example, some of the ways you may provide information to us include:

o When you sign up for our voice or data services or purchase other
products or services, we may collect personal contact, billing, and credit
information.

o When you establish or modify an online account, we may collect user
identification information, passwords, and/or security question responses
that you will use for future sign-on.

o When you interact with our customer service representatives, enter
information on our websites, submit survey responses, or pay for services,
we may also collect Personal Information and other information. We may
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monitor and record phone calls, e-mails, live chats, or other
communications between you, your device, and our customer service
representatives or other employees or representatives.

o When you use our services on a phone provided to you by an account
holder.

¢ Information We Collect Automatically
We automatically collect a variety of information associated with your use of
your device (on our network, when roaming, or in WiFi mode) and our products
and services, some of which may be associated with you or another user on your
account.
For example some of the ways we may automatically collect information
include:

o Our systems capture details about the type and location of wireless
device(s) you use, when the device is turned on, calls and text messages
you send and receive (but we do not retain the content of those calls or
messages after delivery), and other data services you use.

o We may also gather information about the performance of your device and
our network. Some examples of the types of data collected include: the
applications on the device, signal strength, dropped calls, data failures,
and other device or network performance issues.

o Cookies, Web Beacons, and Similar Technologies
We may use, or we may engage third-parties to use on our behalf, cookies
(small data text files placed on your computer or device) or similar
technologies to identify your computer or device and record your
preferences and other data so that our websites can personalize your
visit(s), see which areas and features of our websites are popular, and
improve our websites and your experience.

We may also use web beacons (small graphic images on a web page or an
HTML e-mail) to monitor interaction with our websites or e-mails. Web
beacons are generally invisible because they are very small (only 1-by-1
pixel) and the same color as the background of the web page or e-mail
message.

The information we receive through cookies, web beacons and similar
technologies may enable us to recognize users across devices, such as
smartphones, computers, tablets or related browsers. Depending upon
your device or computer, you may be able to set your browser(s) to reject
cookies or delete cookies, but that may result in the loss of some
functionality on our websites. If we combine or link cookie or web beacon
information with Personal Information, we will treat the combined or
linked information as Personal Information under this Statement.

o Web Browsing Activity
Our Websites. When accessing our websites, mobile websites and related
applications and widgets designed for your device or web-based
experience, we automatically collect certain information about your device
and your visit, such as your IP address, browser type, date and time, the
web page you visited before visiting our website, your activities and
purchases on our websites, and other analytical information associated
with the sites.

Other Websites. When your device’s web browser utilizes our data services
to access websites other than our own, we automatically capture
information associated with your browsing activities, and measure and
monitor network and Internet connection performance, throughput,
latency, and similar network data.

https://www.t-mobile.com/responsibility/privacy/privacy-policy
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Do Not Track Statement. Some browsers have incorporated "Do Not
Track" features. Most of these features, when turned on, send a signal or
preference to the websites you visit indicating that you do not wish to be
tracked. Those sites (or the third party content on those sites) may
continue to engage in activities you might view as tracking even though
you have expressed this preference, depending on the sites’ privacy
practices. Because there is not yet a common understanding of how to
interpret the DNT signal, we do not currently respond to the browser DNT
signals when you use our services and products or interact with our
websites or online services. We do allow you to exercise choice regarding
the collection of information by third parties about your online activities
over time and across third-party websites or online services for online
interest based advertising purposes and to opt out of our interest-based
advertising on your device, as described below.
o Voice Controlled Applications
If you use a voice-controlled application, that application may collect and
record your requests and other information from you and your phone.
o Retail Beacons
We may use beacon devices in our retail locations that collect data about
your device. These programs use signals from smart devices (like mobile
phones and tablets) to track movement and wait times. Retail beacons
collect a unique identifier that your device routinely transmits (e.g., a
MAC address) and coverts it to an identifier unique to T-Mobile. In some
cases, we will use identifiers that are already routinely collected by the
T-Mobile network in order to provide you with wireless service. We use
aggregated data in order to understand general traffic trends in our stores.
This helps us to better service our customers.
¢ Information From Other Sources
We may also obtain information about you from other sources. For example, we
may receive credit information from third-party sources before initiating your
service, or background information in connection with employment
opportunities. We may also obtain updated address information from our
shippers or other vendors. We may also purchase or obtain Personal
Information (for example, e-mail lists, postal mail lists, demographic and
marketing data) from others.

HOW WE USE INFORMATION WE COLLECT ABOUT YOU

We use the information we collect for a variety of business purposes, such as:

e To route your calls or message or otherwise provide you with service;

e To provide and bill for products and services you purchase and charge to your
account;

e To deliver and confirm products and services you obtain from us;

¢ To verify your identity and maintain a record of your transactions and
interactions with us;

e To provide customer and technical services to you;

¢ To create, modify, improve, enhance, remove or fix our network, products and
services, and their performance;

¢ To identify and suggest products or services that might interest you;

e To make internal business decisions about current and future product and
service offerings;

¢ To provide you customized user experiences, including personalized product
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